k& TheAS/400 provides robust reports...but it is hard

Are you wasting time sorting through hundreds of pages

of reports over and over again when you need to find

just one piece of information that would help?
Stop wasting time today—get PowerLock SecurityAudit,
S0 you can start focusing on finding the answers instead
of wading through data. A security auditor’s job is a
difficult one, sifting through data to find out “who” did
“what”, as well as “when”and “how” they did it, all in
an effort to find out “why?”

Need a sound solution for “policy management”?

With PowerLock SecurityAudit, policies can be set and
monitored quickly and easily.You set the rules and then
monitor and control all transactions on your iSeries and
AS/400 systems to insure users stay within the set
perimeters. PowerLock SecurityAudit provides the
necessary tools for auditors and system administrators
to run reports easily. Effectively manage how users

are accessing your system and the activity within

that system as well.You have the ability to manage a
sound security policy within your environment.
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Figure 1: PowerLock SecurityAudit makes it easy to customize reports, giving
auditors and security officers the power to focus only on the information they

want. Reports can also be scheduled to run automatically to maximize efficiency.

PowerLock SecurityAudit does the hard work of
sorting through iSeries and AS/400 generated reports
to find exactly the information security officers and
system administrators need.

POWERLOCK SecurityAudit

Highly detailed security auditing for the iSeries and AS/400

to find the information | need when it’s surrounded

by all that unnecessary data. With PowerLock SecurityAudit,

| can focus on the issues that are important to my environment,
with easy-to-read reports that highlight exactly the information | specify”
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Lots of iSeries and AS/400s to audit? No problem for
PowerLock SecurityAudit. The software installs (and
un-installs) in minutes, providing powerful tools for
security officers and auditors on the go. They can “carry”
PowerlLock SecurityAudit for quick, but thorough,

spot checks.

No time to wait for reports? Generate reports to run
anytime around your schedule. Run what you want to
see when you want to see it ensuring continuous
monitoring of security events.

Who has done “what?” and “when?” “Drill-down” to
find out more information when you need it most.
Find all users who initiate jobs on the iSeries and
AS/400, for example, then focus in to find which
specific commands were used, then go further to find
out who used them.

Can | monitor objects? Yes, PowerLock SecurityAudit
allows you to identify a set of objects including files,
user profiles or system values. You can closely monitor
these objects for any changes.

What has changed since my last audit? Discover what
has changed since the last audit using the PowerLock
SecurityAudit Diary. The Diary provides a quick view of
changed values and access to sensitive data all from

a single screen—saving hours of reading paper reports.

Will SecurityAudit increase auditor efficiency? Yes!
Dramatically! “We reduced total on-site audit time from
2-3 weeks to as little as 2-3 days”, says one client.

Do you need more than an auditing tool? You can plug
security holes quickly when you integrate PowerLock
SecurityAudit with PowerLock NetworkSecurity—which
provides in-depth security auditing, intrusion detection
and powerful access control.
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architecture of the iSeries 400.

PowerLock SecurityAudit is designed from the ground-up
by AS/400 security experts to provide powerful, flexible
reporting tools needed to quickly and efficiently uncover
potential and real threats to iSeries and AS/400 security
environments.

PowerLock SecurityAudit goes beyond OS/400’s reporting
capabilities, providing auditors and system administrators
with the power to review complete environment history
or just exceptions. It draws from the OS/400 Audit Journal
and presents information in easy-to-read reports. Unwanted
data can be filtered out so the investigation can focus on
only the information required (see Fig.1).
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Figure 2: PowerlLock SecurityAudit generates a report showing disabled user profiles,
allowing the system administrator or auditor to quickly see who has access to what.

Save time and money now. PowerLock SecurityAudit provides
the most comprehensive iSeries and AS/400 auditing and
reporting tools available today. With powerful, flexible report-
ing, quick installation and the unique Diary feature, PowerLock
SecurityAudit helps auditors and security professionals save
time and stop wading through piles of paper reports. You can
start to focus on finding solutions to everyday security
problems—before they harm your organization.

Hardware/Software Requirements:

= 0S/400 V4R3 or higher
= 34 MB of disc space plus journal space

The PowerTech Group is a global leader in iSeries security technology and services. Founded in 1996 by a
Business team of leading AS/400 security experts, PowerTech helps clients such as the Lear Corporation,
Shell Canada, Banc of America and Peregrine protect their mission-critical data. PowerTech is a member
of the IBM PartnerWorld for Developers and recently won the iSeries Honor Roll Award for it’s flagship
product, PowerLock® NetworkSecurity. The PowerTech Group’s management team and technology
staff consists of many well-known and respected security experts, who lead a dynamic team of security

software developers and consultants. The PowerTech Group advises iSeries and AS/400 customers
around the world on key security topics.A strong relationship with IBM allows PowerTech to continue
to develop security tools that take advantage of the latest technology and build upon the sound security
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Let the PowerTech Group help you ensure your systems meet

the increasingly demanding security requirements in today’s
networked world. Our PowerLock® family of security products
contains a complete line of solutions that provide dependable
auditing, intrusion detection and reporting. All PowerTech products
are backed by industry leading technical support, available
around the clock.

The PowerTech Group can also provide a wide range of
professional services—from security architecture design to
independent security audits. Call us today for more information
on PowerTech SecurityServices.

For more information on existing and upcoming
products in the PowerLock family of security products,
or for information on the PowerTech Group, Inc. please
visit our Web site at www.powertechgroup.com or call
us at 253.872.7788.

Authorized PowerTech Reseller
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