ke The PowerLock SecuritySuite provides our system

administrator the power needed to establish and maintain

our organization’s day-to-day security configurations...and our

security officer the ability to review them quickly and effectively,
as well as pinpoint security issues before they become a major problem.”
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POWERLOCK SecuritySuite

Where do the threats to your iSeries and AS/400 data
come from? How do you find out?
PowerLock SecuritySuite helps find out “who”is
accessing “what” on the iSeries and AS/400, “when”
it is done, and “how” they got there. Armed with this
information, protective measures can be put in place
to prevent unauthorized access—now.

Am | at risk for a security breach?
If there are PCs connected to the iSeries and AS/400 then
your data is at risk. Easy-to-use point-and-click tools
available on the PC desktop make it a cinch for even novice
users to cause serious damage to your precious data or
simply copy it and sell it to your most fierce competitor.
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Figure 1: The NetworkSecurity component has an intuitive “dashboard”
from which users have direct access to all the intrusion detection, access
control and security auditing features—all in one screen.

The PowerlLock SecuritySuite addresses iSeries and
AS/400 security concerns with powerful tools that are
integrated with OS/400’s security features to ensure that
private data stays private.

The components of the PowerLock SecuritySuite,
NetworkSecurity and SecurityAudit, work together to
provide a complete security environment. Establish, manage
and maintain a security policy quickly and effectively.

Comprehensive auditing, reporting & access control for the iSeries and AS/400

FEATURES & BENEFITS

Front-line security for the iSeries and AS/400. PowerLock
NetworkSecurity can quickly detect intrusions via the net-
work, and provide a permanent, secure audit journal of all
attempted unauthorized access. Utilizing this information,
security administrators can determine where strengthening
is needed to provide a secure network environment.

Feed information on attempted security breaches to
real-time messaging tools. With PowerLock
NetworkSecurity you can receive information about excep-
tions as they happen and do something to stop it now.

Access control for more than 200 network application
functions. PowerLock NetworkSecurity’s intuitive user
interface allows administrators to establish, monitor and
manage the rules to create secure network access to
the iSeries and AS/400.

Save valuable time. PowerLock SecurityAudit does the
hard work of sorting through large and complex OS/400
reports to find the information auditors and system
administrators need about exceptions. The exceptions
identified can indicate potential security problems.

See your reports in a concise and easy-to-read format.

The reports generated by PowerlLock SecurityAudit contain
what you want to see and can be configured quickly. Users
have saved thousands of hours of administrator and auditor
time, by increasing the accuracy of their audits. Why not
join them today and start working more efficiently?

Drill-down to see which specific commands were used,

and by whom. PowerLock SecurityAudit can quickly report
on users initiating jobs. It can also provide a “snapshot” of
system changes from a single screen, an easy way to
maintain system integrity.
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ABOUT THE POWERTECH GROUP

The PowerTech Group is a global leader in iSeries security technology and services. Founded in 1996 by a
team of leading AS/400 security experts, PowerTech helps clients such as the Lear Corporation,
Shell Canada, Banc of America and Peregrine protect their mission-critical data. PowerTech is a member
of the IBM PartnerWorld for Developers and recently won the iSeries Honor Roll Award for it’s flagship
product, PowerLock ® NetworkSecurity. The PowerTech Group’s management team and technology

staff consists of many well-known and respected security experts, who lead a dynamic team of security
software developers and consultants. The PowerTech Group advises iSeries and AS/400 customers
around the world on key security topics.A strong relationship with 1BM allows PowerTech to continue
to develop security tools that take advantage of the latest technology and build upon the sound security
architecture of the iSeries 400.
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FEATURES/BENEFITS (Cont.)
Let the PowerTech Group help you ensure your systems meet

B Run reports around your schedule. Configure the reports the increasingly demanding security requirements in today’s

needed, and schedule them to run at your convenience.

They are ready and waiting when you need them daily,
weekly, or even hourly. PowerLock SecurityAudit continuously
monitors and provides information on your security
environment areas, putting the information at your fingertips.
Easy-to-read reports leave out the clutter, allowing you to
focus on the important information.

Exceptional value is provided by pairing PowerLock
NetworkSecurity and PowerLock SecurityAudit together in
one cost-effective package. You get superior functionality

networked world. Our PowerlLock® family of security products
contains a complete line of solutions that provide dependable
auditing, intrusion detection and reporting. All PowerTech products
are backed by industry leading technical support, available
around the clock.

The PowerTech Group can also provide a wide range of
professional services—from security architecture design to
independent security audits. Call us today for more information
on PowerTech SecurityServices.

and quality at an affordable price.
For more information on existing and upcoming

products in the PowerLock family of security products,
Powerlock SecurityAudit ) )
or for information on the PowerTech Group, Inc. please

AutoRun Control Menu

visit our Web site at www.powertechgroup.com or call
us at 253.872.7788.
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Figure 2: PowerLock SecurityAudit makes it easy to customize reports, providing
auditors and security officers only the information they need to make key
security decisions. Reports can also be run automatically—increasing

efficiency and saving time.

Hardware/Software Requirements:

= 0S/400V3R7 or higher
= 21 MB of disc space plus journal space

for PowerLock NetworkSecurity component
= 72 MB of disc space plus journal space

fOT POWGFLOCk Secu rEAUdIt Component Copyright 2001.All rights reserved. PowerLock is a registered trademark of the PowerTech
Group, Inc. iSeries and AS/400 are registered trademarks of IBM. All other product and

company names are trademarks of their respective holders.

WHERE THE SECURITY EXPERTS LIVE



